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OVERVIEW OF RECOMMENDED 
TECHNOLOGY 

• Workstations 

o Windows 10 Operating System 

o MacOS 10.12.x (Sierra) or Higher 

o Active Warranty on Hardware 

o Hardware Age Less Than 5 Years 

o Bitdefender Anti-Virus Software 

o Dell, HP, Lenovo, or Microsoft Brand Laptops 

• Cloud Services 

o Microsoft 365 Email System 

o Microsoft OneDrive and SharePoint Cloud Storage 

o Microsoft Teams Messaging System 

o Microsoft Intune Mobile Device Management 

o Microsoft Azure Active Directory 

o Microsoft Azure Virtual Machines 

• Servers 

o Active Warranty on Hardware 

o Hardware Age Less Than 7 Years 

o Windows Server 2012 Operating System or Higher 

o VMware ESXi 6.0 or Higher 

o Dell or HP Brand Servers 

• Networking 

o Active Warranty on Hardware 

o Hardware Age Less Than 7 Years 
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o Ubiquiti or Cisco Brand Equipment 

• Cybersecurity Services 

o Keeper Password Manager and Dark Web Monitoring 

o DNSFilter DNS Filtering and Web Filtering 

o Bitlocker or Bitdefender Device Encryption 

o Bitdefender Endpoint Detection and Response & Advanced Threat 
Security 

o Microsoft ATP Email Security 

• Business Continuity and Disaster Recovery 

o Veeam Backup 

o MSP360 Backup 

• Phone System 

o Microsoft Teams Phone System 


	OVERVIEW OF RECOMMENDED TECHNOLOGY

